children and produce child pornography, but also harm the children portrayed in the child sexual abuse images by distributing and possessing the images. 47 The sharing of the child sexual abuse images revictimizes children. 48 Many victims know that the images of their sexual abuse as children are being consumed by numerous, and often unknown, perpetrators and that this revictimization may continue for the rest of their lives due to the nature of the Internet. Amy Unknown, the child portrayed in the "Misty series," one of the most widely-distributed and collected sets of child sexual abuse images, wrote about this problem in her victim impact statement. 49 She wrote:
Every day of my life I live in constant fear that someone will see my pictures and recognize me and that I will be humiliated all over again. It hurts me to know someone is looking at them-at me-when I was just a little girl being abused for the camera. . . . I want it all erased. I want it all stopped. But I am powerless to stop it just like I was powerless to stop my uncle. When they first discovered what my uncle did, I went to therapy and thought I was getting over this. I was very wrong. My full understanding of what happened to me has only gotten clearer as I have gotten older. My life and my feelings are worse now because the crime has never really stopped and will never really stop. It is hard to describe what it feels like to know that at any moment, anywhere, someone is looking at pictures of me as a little girl being abused by my uncle and is getting some kind of sick enjoyment from it. It's like I am being abused over and over and over again. 50 Amy's experience of revictimization is common among victims of child pornography. These victims have extensive and ongoing medical and psychological needs. 51 In addition, the constant fear of recognition keeps many victims from being able to obtain education and employment. 52 As a result, tangible support of victim restoration is imperative, both morally and legally. 47 One of the first academic articles to study the role of Internet-based communities in the creation and perpetuation of child sex abuse and child sex abuse images was by Ethel Quayle and Max Taylor. Ethel Quayle & Max Taylor, Child Pornography and The Internet: Perpetuating A Cycle Of Abuse, 23 DEVIANT BEHAV.: AN INTERDISC. J. 331, 331 (2002) . 48 New York v. Ferber, 458 U.S. 747, 759-60 n.10 (1982) ("[P]ornography poses an even greater threat to the child victim than does sexual abuse or prostitution. Because the child's actions are reduced to a recording, the pornography may haunt him in future years, long after the original misdeed took place. A child who has posed for a camera must go through life knowing that the recording is circulating within the mass distribution system for child pornography.").
In addition to revictimizing the children whose sexual abuse is portrayed in the images, the possession and distribution of child sexual abuse images "validates and normalizes the sexual exploitation of children, and fuels a market, thereby leading to further production of images." Letter from Anne Gannon, Nat'l Coordinator for Child Exploitation Prevention and Interdiction, U.S. Dep't of Justice, to Hon. Patti B. Saris, Chair, U.S. Sentencing Comm'n (Mar. 5, 2013) (on file with author) (citing H.R. Rep. No. 108-66, at 58-59 (2003) ). 49 Amy is the victim at the center of a recent case before the Supreme Court of the United States, Paroline v. Amy Unknown and United States. Paroline v. United States, 134 S. Ct. 1710 (2014) . In Paroline, the Supreme Court interprets the Mandatory Restitution Statute, 18 U.S.C. § 2259 (2012), to determine child pornography victims' ability to obtain restitution, which is used to provide restoration services to the victim such as psychological counseling, compensation for lost income, and medical expenses. Id. at 1760. Amy's appearance represents a momentous day for crime victim advocates-for the first time in U.S. history, a victim argued as a party before the Supreme Court along with the defendant and Government. Brooke Adams, Utah Law Professor to Make Case for Child-Porn Victims, SALT LAKE TRIBUNE (Jan. 16, 2014, 12:50 PM), http://www.sltrib.com/sltrib/mobile3/57400897-219/amyrestitution-court-child.html.csp. Amy argues that once an individual meets the definition of victim in the Mandatory Restitution Statute, the individual is entitled to the full amount of her losses. The Court rejects this theory and holds that victims may only receive restitution for injuries directly caused by the defendant using a number of factors. See infra Part V for a more extensive discussion of the case. 50 Joint Appendix vol. 1 at 60-61, Paroline v. United States, 134 S. Ct. 1710 (2014) . 51 See Part II.B for a discussion of the victims' medical and psychological needs. 52 Id. [Vol. 35:2
The stories of Adrian, Amy, and the unknown Dreamboard victims demonstrate the many facets of the growing, global, and increasingly grotesque sexual abuse of children through child pornography. This Article argues that the United States must act quickly to enhance its statutory framework for providing restoration to victims of child pornography in light of the U.S. Supreme Court's recent decision in Paroline. 53 Part II focuses on child pornography in the Internet age. In the past twenty years, technological innovations and the rise of the Internet have transformed child pornography into a problem that is transnational, borderless, and never-ending in its growth. It also means that any adequate framework for restoration must recognize the complexity of a global and robust child pornography market that is described as reaching "epidemic" proportions. 54 Part III describes U.S. jurisprudence concerning child pornography and restitution to victims. Part IV analyzes the international community's attempts to provide a framework ensuring victims' full psychological and physical recovery and social reintegration (we refer to these conditions collectively as "restoration" throughout this Article). Part IV examines in detail the relevant provisions of the Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child Prostitution, and Child Pornography ("Optional Protocol"), 55 which the United States signed and ratified. The Optional Protocol, together with a number of other global efforts concerning the restoration of child pornography, provides the foundation for an evolving international norm that requires countries to provide victims with full restoration.
Part V argues that although the United States has provided leadership by creating an initial legal framework domestically and supporting the promulgation of international treaties and instruments, the current legal framework fails to provide meaningful and adequate compensation to victims, which is required under its treaty obligations. The recent decision of the U.S. Supreme Court in Paroline makes clear that victims cannot rely on the Mandatory Restitution Statute 56 to recover fully or quickly from most perpetrators. 57 Thus, Congress must pass new legislation. The new legal framework should recognize the complexity of the current global and growing child pornography market to ensure that all victims, both foreign and domestic, have access to the resources they need both to end their victimization and recover fully from perpetrators, regardless of where they are located. The new framework could include criminal laws (both domestic, international, and foreign) with effective restitution provisions, crime victims' funds, civil remedies, copyright protections, third-party liability, and access to government benefits. Private industry could also be engaged in the fight against child pornography to implement software that 53 Paroline, 134 S. Ct. 1710. 54 Marisol Bello & Yamiche Alcindor, Police Chief, Rabbi Among 71 Nabbed in Child Porn Bust, USA TODAY (May 21, 2014, 10:19 PM), http://www.usatoday.com/story/news/nation/2014/05/21/child-porn-nyc-internet/9367471/. A five-week federal investigation of child pornography based in the New York area in spring 2014 ("Operation Caireen") resulted in the arrests of seventy men and one woman, including two police officers, a rabbi, a registered nurse, a paramedic, and a Boy Scout den leader. According to James Hayes, the head of U.S. Immigration and Customs Enforcement's Homeland Security Investigation's New York office, "the sheer volume of confirmed and suspected instances of individuals engaging in the sexual exploitation of children . . . is shocking and the professional backgrounds of many of the defendants is troubling. We can no longer assume that the only people who would stoop to prey on children are unemployed drifters. Clearly, this criminal activity has reached epidemic proportions." Id. The investigation began in January 2014 when Brian Fanelli, the chief of the Mount Pleasant Police Department, was arrested and charged with possession of child pornography, followed by the arrest of Rabbi Samuel Waldman on March 5, 2014 (2012) . 57 Paroline, 134 S. Ct. at 1722, 1728 (requiring that the offender proximately caused the harm and providing courts with factors to determine restitution). would allow child sex abuse images to be quickly identified and immediately removed, so that the victimization does not continue in perpetuity and the individuals harmed by this horrific crime have the opportunity to recover once and for all.
Finally, Part VI briefly considers the insidious challenges, legal obligations, and moral imperative of restoring foreign victims. Due to the global nature of modern child pornography, and the increasing sexual exploitation of children in developing countries (which often have fewer resources for victims) by perpetrators in developed countries, it is critical that the global community create efficient and effective systems to allow victims of child pornography to access support for their restoration across borders.
II. THE RISE OF CHILD PORNOGRAPHY
Numerous civilized societies have condemned the sexual abuse of children as far back as the Byzantine Empire. 58 Individuals who had sex with free children in Ancient Rome were sentenced to death. 59 During this period, there was no way to capture actual images of the sexual abuse of a child except through one's memory and drawing or another manual recreation of the incident. However, this changed with the invention of the camera in 1839. 60 For the first time, a person could memorialize the sexual abuse of a child, and those images could be used to perpetuate the abuse. 61 The technological limitations of cameras and the physical limitations on delivery methods, such as postal services and the need to seek an outside developer for physical film, significantly restricted the growth of the child pornography market for more than one hundred years. 62 However, with the introduction of affordable, easy-to-use cameras in the midtwentieth century, technological advances significantly expanded the child pornography market. 63 The rise of the Internet and digital technologies multiplied this growth.
A. A Child Pornography Pandemic in the Digital Age In the late twentieth century, digital technologies and the widespread use of the Internet together facilitated an explosive growth in the child pornography market. Between 1996 and 2009, the number of individuals with Internet access increased from 100 million to 1.25 billion users and continues to rise. 64 As a result, it is impossible to quantify the actual volume of these images or the number of offenders possessing and distributing child pornography materials at any given time. 65 Before the rise of the digital age, child pornography could only be shared physically through the use of mailings or face-to-face encounters. 66 Accordingly, "child pornography was difficult to find, risky to produce, expensive to duplicate and required secure and private 58 John Lascaratos & Effie Poulakou-Rebelakou, Child Sexual Abuse: Historical Cases in the Byzantine Empire (324-1453 A.D.) , 24 CHILD ABUSE & NEGLECT 1085, 1085 (2000) . 59 CHRISTIAN LAES, CHILDREN IN ANCIENT ROME 244 (2006) . However, it is important to note that children who were slaves were not protected. Id. 60 NAT'L RAPPORTEUR ON storage." 67 Distribution has become far less risky and difficult with the Internet and is now a common component of child pornography offenses. 68 The Internet's current "global, decentralized and borderless" nature allows for a "potentially infinite and unbreakable communications complex" that law enforcement, thus far, is unable to break. 69 The United States alone has two hundred forty-five million Internet users. 70 Millions of individual users consume 71 more than fifteen million child sexual abuse images in a market currently valued between three and twenty billion U.S. dollars annually. 72 The child pornography market is one of the fastest growing businesses on the Internet. 73 Currently, 750,000 predators are online at any time. 74 Moreover, with the rapid proliferation of Internet usage, the child pornography market is projected to continue growing exponentially. 75 Along with the expansion of the Internet came the development of digital, remote, and wireless technologies. 76 Today, personal devices such as smartphones, tablets, digital recording devices, and hand-held digital cameras are increasingly affordable, convenient, and widespread, making the Internet even easier to access from almost any inhabited area. 77 Recent studies reported that by the end of 2013, there were 6.8 billion mobile subscriptions worldwide, which is nearly the Earth's population. 78 Additionally, in the past decade, Internet access has become more readily available. As of January 2014, fifty-eight percent of American adults own smartphones, which gives them access to the Internet from any location with cellular service. 79 Many smartphones contain security that prevents law enforcement from accessing data, making a smartphone an ideal medium for perpetrators. 80 Devices such as smartphones allow offenders to access child pornography images easily and on-the-go, as well as create and distribute the sex abuse images relatively simply and quickly from a technological perspective. 81 Moreover, whereas historically child pornography was 67 U.S. SENTENCING COMM'N, supra note 62, at 71. 68 Id. According to the U.S. Department of Justice, "nearly two-thirds of all offenders distribute [sexual abuse] images to others." Letter from Anne Gannon, supra note 48. 69 YAMAN AKDENIZ, INTERNET CHILD PORNOGRAPHY AND THE LAW: NATIONAL AND INTERNATIONAL RESPONSES 2 (2008). 70 CENT. INTELLIGENCE AGENCY, THE WORLD FACTBOOK (2009), available at https://www.cia.gov/library/publications/the-worldfactbook/rankorder/2153rank.html. 71 Many individuals who consume or possess child pornography also distribute child pornography. U.S. DEP'T OF JUSTICE, supra note 65, at 18. One reason is the ability to create "community" relationships and peer groups on the Internet. Id. Often these groups have initiation processes that require potential members to distribute new child pornography images to the existing members in order to join the group. Id produced and then distributed at a later time, now a child's victimization can be viewed in realtime, and replayed again and again in the future. 82 For example, a perpetrator in Europe can go online and instruct a Filipino child to perform sexually for him via a webcam in real time. 83 As the world's population has "gone mobile," advancements in storage capacities and Internet speeds have allowed offenders to store and share more child pornography images and videos than ever before. 84 Modern technology and the Internet have not only increased production of child pornography, but also allow offenders to access the images surreptitiously by using aliases, Wi-Fi locations, proxy servers, and peer-to-peer file sharing. 85 Peer-to-peer file sharing allows individuals to share their collections of child pornography anonymously on a global basis. 86 A recent study by U.S. law enforcement agencies found that more than 11.8 million unique international Internet Protocol ("IP") addresses engaged in peer-to-peer file sharing of child pornography between October 2008 and October 2009. 87 During that same period, more than 9.7 million unique IP addresses in the United States engaged in peer-to-peer file sharing of child sexual abuse images. 88 There are two distinct types of peer-to-peer file sharing: centralized sharing networks and decentralized sharing networks. 89 Centralized sharing networks connect their users' content to a central database in which all users can access the files through the main network. 90 When one user searches for child sexual abuse images, other users direct them to the correct location and the user who has the file available sends a copy to the interested user. 91 Generally, child pornography offenders prefer decentralized sharing networks because a centralized sharing network involves multiple directing parties that law enforcement can track. 92 Decentralized networks do not store users' file names and allow users to disconnect immediately and to share files without a centralized server. 93 In addition to peer-to-peer networks, some offenders utilize chat rooms to connect with potential victims, as well as to connect with other offenders. Offenders use chat rooms to "swap" child sexual abuse images with other offenders, treating the images as collectibles, which in turn, objectifies children. 94 These interactions help to provide offenders with access to secret chat rooms with more child sex abuse images and communal validation that their crimes are acceptable. 95 Like Dreamboard, many chat rooms encourage offenders to submit new images in order to join specific groups. 96 Often these groups consist of a hierarchy based on the number of images submitted to the group as a whole. 97 This, in turn, leads to the proliferation of abuse and, in some cases, has led to offenders who were previously "hands off" abusers to become "hands on" abusers. 98 Some users even abuse their own children to gain access to more restrictive groups. 99 Chat rooms provide offenders with a community of abusers who accept and reaffirm their addiction to the abuse of children by normalizing their behavior and encouraging desensitization to abuse materials. 100 Currently, there are nearly forty thousand active public chat rooms in which offenders seek to meet children and abuse potential victims. 101 Offenders may also access illegal content through the "Deep Web," a group of websites that remain hidden through a predetermined digital path, and thus, allow offenders access to illegal content, such as child pornography. 102 These "disguised" websites will only display illegal content when accessed through this path and will display legal adult content if accessed through a different path. 103 Due to the ability of offenders to hide their identity and access this information in a more "risk-free" way, it is not surprising that there has been a significant rise in the proliferation of child pornography since the introduction of the Internet. 104 These technological innovations allow offenders to procure and distribute child sex abuse images worldwide. A 2012 report by the Internet Watch Foundation in the United Kingdom found that out of the 9477 reports of websites hosting child sexual abuse content outside of the United Kingdom, fifty-four percent were hosted in North America, thirty-seven percent were hosted in Europe, and eight percent were hosted in Asia. 105 In 2011, a transnational investigation resulted in the shutdown of a child pornography network, boylover.net, which hosted up to seventy thousand members worldwide. 106 The investigation was coordinated among thirteen different countries, including the United States, and resulted in the identification of 670 suspects, 184 arrests, and the safeguarding of 230 children. 107 The international nature of recent child pornography investigations affirms that technology is contributing to the rapid growth and globalization of the child pornography industry, compelling the need for a much more aggressive and coordinated global response.
B. Victimization Continues Indefinitely through the Internet The transformation from tangible to digital child sexual abuse images has had a debilitating effect on victims. Digital child sexual abuse images are virtually impossible to permanently destroy because millions of unidentified perpetrators around the world can easily 95 store, copy, distribute, and consume the images. 108 Offenders who together perpetuate the distribution and possession of the victims' sexual abuse images all contribute to the indefinite victimization of child pornography victims. 109 As child pornography victims grow older, many come to realize that the images of their sexual abuse will continue to exist and be consumed for the remainder of their lives, and that they are largely powerless to end the abuse. 110 This knowledge may haunt the victims for years because possessors and distributors will continue to consume, and possibly distribute, the images and recordings indefinitely. 111 In addition, the problem is taking on a new dimension as child sexual abuse images are becoming more violent and graphic as perpetrators demand younger victims, vaginal and anal penetration (sometimes with sex toys and foreign objects), rape, bestiality, defecation and urination, bondage, torture, and other sadistic behavior. 112 A recent survey revealed that almost ninety-five percent of child pornography victims suffer lifelong psychological damage and may never overcome the harm, even after lifelong therapy. 113 The continual victimization can take an extreme physical, psychological, and financial toll on the victim and the victim's family. 114 Victims of child pornography may have difficulty maintaining jobs and relationships because of the fear that people they interact with have viewed the sexual abuse images and will recognize them. 115 Victims are also more likely to suffer from alcoholism later in life with the severity of the child abuse correlating with the severity of alcohol abuse. 116 Perpetrators use victims' sexual abuse images for the purpose of grooming other children in order to facilitate subsequent sexual abuse. Offenders will frequently share images with potential victims "to desensitize them to a degree that the child feels everyone is doing these things, and there is nothing wrong with taking these kinds of sexually graphic pictures." 117 Viewing these images will often convince a child to engage in sexual activity, thereby increasing the child pornography market and the number of victims who need restoration services. 118 The psychological damage that child pornography victims suffer is experienced across cultures. For example, German victims report feelings of shame, hate, disgust, loathing, fear, repression, guilt, and speechlessness. 119 Victims in the United States have also reported feelings of depression, posttraumatic stress disorder, non-delusional paranoia, low self-esteem, withdrawal, and worthlessness. 120 The mere knowledge of the existence and circulation of the images of the victim's sexual abuse causes feelings of shame, humiliation, and powerlessness. 121 Unfortunately, these feelings do not dissipate over time, but rather intensify due to feelings of deep despair, worthlessness, and helplessness. 122 In the recent study of Filipino children, Westerners solicited the children to participate in live digital sexual abuse via the Internet ("webcam sex"), and the child victims demonstrated significantly higher rates of post-traumatic stress and feelings of low self-esteem, worthlessness, shame, guilt, and being contaminated. 123 The study found that the children's feelings were intensified after learning that the images of their sexual abuse may be available on the Internet indefinitely. 124 Compounding the problems that child pornography victims face, a recent survey among German victim assistance professionals found that even therapeutic professionals are ill-equipped to deal with the type of psychological damage suffered by child pornography victims. 125 Thus, it is difficult for victims to find effective therapeutic support. 126 The therapeutic professionals surveyed in a German study indicated that "working with victims of [child pornographic exploitation] is more complex than working with child sexual abuse victims." 127 The difference between child pornography victims' psychological harm and victims of other crimes is the permanent presence of the abuse material on the Internet. 128 These victims, thus, have "a higher susceptibility to post-traumatic stress disorder, depression, and psychoses." 129 Two-thirds of professionals working with child pornography victims reported that they themselves felt "deep feelings of helplessness" because the victims' sexual abuse images on the Internet are permanent. 130 Indeed, one-third of the professionals treating child pornography victims experienced thoughts such as, "in this situation healing becomes impossible." 131 C. Technology Is Also a Solution to Reducing Victimization Although technology has created unique and complex problems for victims and law enforcement, technology is also part of the solution. Technology is now being developed that can quickly identify child pornography and remove it from the Internet, thus reducing the number of pedophiles able to access the child pornography. 132 126 See id. (discussing how counselors and therapists deal with the idea of permanence of the child abuse images online and how difficult it can be). 127 Id. at 214 (discussing how it can be even more difficult to help victims of child pornographic exploitation than children that experienced sexual abuse). 128 Id. at 217. 129 Id. (discussing the different psychological disorders that child pornography victims suffer from and how they are more susceptible to these harms). 130 Id. (discussing the helplessness that some professionals deal with while trying to help victims of child pornography victims). 131 Id. (discussing further the helplessness that some professionals deal with while trying to help victims of child pornography victims). 132 As discussed supra Part II.B, revictimization through the spread of images on the Internet is a major cause of victims' harm. pornography, allowing the companies to report the possessor to authorities. 133 Microsoft and Dartmouth College developed PhotoDNA in 2009, which works by creating a "hash" or fingerprint 134 for each child pornography image in a database. 135 When PhotoDNA is used in computer systems such as Facebook, it can search the system for images that contain the hash and identify the child pornography. 136 Microsoft donated the system to NCMEC. 137 NCMEC is able to distribute updated hash information to the technology companies using PhotoDNA without providing images to the companies. 138 The International Centre for Missing and Exploited Children ("ICMEC") has a similar system that can identify up to eighty-five percent of images seized on a hard drive, enabling law enforcement to focus its labor primarily on the remaining fifteen percent. 139 Google has also been using "hash" technology since 2008 to identify images that would not normally be identified. 140 Additional efforts are still needed to combat the vast amount of child pornography online. More webpages must be searched. For example, Google searches approximately fifteen billion pages, merely a fraction of the Internet. 141 Google and other search engines are only able to report child pornography and block it from appearing in a search result. 142 While this reduces the number of offenders, it does not permanently eradicate the child pornography, which law enforcement may use to identify and prosecute offenders. 143 Additionally, it is unknown how many sex abuse images are contained in the various databases because of the number of government entities around the globe maintaining these databases. 144 143 There is an argument to be made that victims should be given the absolute right to order their sex abuse images destroyed either before or after it comes into the control of law enforcement, but unfortunately, a discussion of that right is beyond the scope of this Article. At a minimum, victims should have the same right to access their sex abuse images as defendants. 144 Arthur, supra note 133 (noting that a small portion of child pornography images are actually given a hash); see also Gillespie, supra note 21, at 295 (noting Interpol's duty to coordinate the "many countries" with child pornography databases). [Vol. 35:2 is needed to identify potential solutions to rein in the rapid proliferation of child pornography being witnessed in the digital era.
III. THE UNITED STATES FRAMEWORK FOR COMBATING CHILD PORNOGRAPHY
In responding to the unique challenges of child pornography, the United States has developed a framework for deterring the spread of child pornography by criminalizing the creation, distribution, and possession of child pornography. The framework also tries to provide methods for victims to receive compensation for restoration services. This Part will discuss the efforts in the United States, especially at the federal level, to combat the child pornography market and restore victims.
A
. The United States Fails to Eliminate the Child Pornography Market
The Supreme Court of the United States first addressed the question of pornography as a First Amendment issue in 1969. 145 In Stanley v. Georgia, the U.S. Supreme Court held that American citizens have a First Amendment right to possess pornography in the home. 146 Unfortunately, the Stanley decision did not delineate any differences between adult pornography and child pornography. 147 In fact, until the mid-1970s, neither the courts nor the legislature prohibited the production of child pornography or provided any real tools to aid and assist victims of this damaging industry. 148 Instead, the courts relied on rape, incest, and child welfare statutes to hold individuals responsible for the sexual exploitation of children, which left prosecutors unable to prosecute many offenders. 149 Fortunately, the 1970s brought about the progression of social activism, including a demand for further protections of civil, women's, and victims' rights, among others. 150 Until this time, issues involving child pornography had not raised national concern, but with the rise of the victims' rights movement, the public began to demand remedies for crime victims, including victims of child pornography. 151 This movement led Congress to enact the Protection of Children Against Sexual Exploitation Act of 1977, which criminalized the commercial production and distribution of any "sexually explicit" pornography that utilized an individual under the age of sixteen. 152 In 1982, the Supreme Court in New York v. Ferber held that individuals do not have a right to distribute child pornography. 153 The Court further found that the only way to combat the expanding market of child pornography was to "dry up the market for this material by imposing severe criminal penalties" on those promoting the images. 154 In doing so, the Supreme Court recognized the continuing harm inherent in child pornography. 155 In 1990, eight years after the Ferber decision, the Court again recognized a victim's continuing harm when it upheld a law prohibiting the possession of child pornography in Osborne v. Ohio. 156 The Court found that the images represent a permanent record of the minor's initial sexual abuse and every time an offender views the image, the child is revictimized and suffers ongoing harm. 157 The Court also found that the images may be used to groom other children into thinking the depicted behaviors are normal, essentially using the images to normalize sex abuse in the mind of a potential victim. 158 Before Osborne, Congress enacted the Child Protection Act of 1984 to account for the weaknesses in the 1977 Act, which criminalized certain child pornography. 159 With this act, Congress acknowledged that:
(1) child pornography has developed into a highly organized, multi-million-dollar industry which operates on a nationwide scale;
(2) thousands of children including large numbers of runaway and homeless youth are exploited in the production and distribution of pornographic materials; and (3) the use of children as subjects of pornographic materials is harmful to the physiological, emotional, and mental health of the individual child and to society. 160 The Child Protection Act greatly improved upon the Protection of Children Against Sexual Exploitation Act of 1977 by eliminating the commercial purpose requirement and the obscenity requirement, increasing the age of a minor to eighteen years of age, and increasing penalties for offenders. 161 States also began enacting laws to criminalize possession of child pornography, with nineteen states enacting legislation by 1990. 162 Despite both state and federal governmental efforts to end the child pornography industry, the market and the number of victims continued to increase dramatically. 163 In response to the effects of changing technologies on the child pornography market, Congress enacted the Child Pornography Prevention Act ("CPPA") of 1996. 164 The Act specifically made it a crime to transmit child pornography through electronic means, marking Congress's first attempt at combating the child pornography market in the digital age. 165 [Vol. 35:2 In 2003, Congress again responded to the increasingly global nature of child sexual crimes by enacting the Prosecutorial Remedies and Other Tools to End the Exploitation of Children Today Act of 2003 ("PROTECT Act"), which, inter alia, allows U.S. authorities to prosecute citizens of the United States when they sexually abuse children abroad. 166 The PROTECT Act also establishes minimum sentences for most child pornography offenses. 167 Although sentencing guidelines divide child pornography offenses into two categories, those involving production and those not involving production, the second category represents nearly 90 percent of all child pornography prosecutions. 168 The severity of these offenses differs dramatically. Production offenses carry a mandatory minimum sentence of fifteen years imprisonment, with a maximum of thirty years for a first offense. 169 Subsequent production offenses carry a minimum of twenty-five years and a maximum of fifty years. 170 Distribution offenses are subject to a minimum sentence of five years imprisonment with a maximum of twenty years for a first offense and a minimum fifteen years to a maximum of forty years if the offender has a prior sex offense conviction. 171 A possession charge has no statutory minimum sentence if the offender has not been previously convicted with a sex crime and holds a maximum sentence of up to ten years imprisonment. 172 If the possessor has previously been convicted, the minimum sentence is ten years and the maximum is twenty years. 173 The PROTECT Act has dramatically increased the average sentences of imprisonment and supervised release for offenders of child pornography offenses. 174 However, with increasing prison sentences, significant disparities have developed in sentencing guidelines, as offenders in different courts are being subjected to far harsher penalties than others. 175 Leading members of Congress expressed their deep concern over these downward departures from the sentencing guidelines for child pornography offenders, which conveyed the federal judiciary's "fail[ure] to appreciate the severity of child pornography to the victims and to society at large." 176 Despite legislative, law enforcement, and technological efforts, child pornography continued to be one of the fastest growing crimes in the United States, growing at a rate of 150 percent per year, with victims becoming increasingly younger. 177 extraterritorially is necessary because many countries do not have adequate child pornography laws, including criminalization of child pornography); see DNR REPORT, supra note 60, at 54-55 (discussing various laws around that world that are inadequate to protect children). 167 U.S. SENTENCING COMM'N, supra note 62, at i. The PROTECT Act was "in part, a response to the prevalence of downward departures and the general inadequacy of sentences in child pornography cases." Letter from Anne Gannon, supra note 48. 168 U.S. SENTENCING COMM'N, supra note 62, at iv. Child pornography in both categories has continued to increase. Child Protection Act of 2012, which raised the statutory maximum sentence (from ten to twenty years) for possession of child pornography that portrays prepubescent children or those younger than twelve years old. 178 As of 2014, the United States has created a comprehensive legal framework to prosecute offenders, with guidelines for longer prison sentences. However, most victims still receive no restitution or access to the resources they need to achieve the full physical and psychological recovery and social reintegration to which they are entitled.
B. Domestic Efforts to Provide Restoration Services to Child Pornography Victims
Despite the efforts of the United States to combat child pornography through a legal framework focused primarily on prosecution, the United States has failed to ensure that child pornography victims experience full physical and psychological recovery and social reintegration. For example, victims of child pornography possession do not have access to victims' funds in many states because the funds are limited to violent crimes. 179 As another example, prosecutors in many cases do not seek restitution, even though it is mandatory under 18 U.S.C. § 2259. 180 A further example is that civil remedies cases are expensive and difficult for victims to prosecute, especially when they do not have control of their own sex abuse images. 181 Even when a child pornography victim is able to access a resource due to her victimization, she almost never receives the full amount of her losses.
In 1982, shortly after the Ferber decision, then-President Ronald Reagan compiled a Task Force on Victims of Crime to (1) address the ever-increasing victims' rights concerns and (2) research how legal reform could further aid victims of crime around the United States. 182 In December 1982, the task force published a report suggesting that legislation should be enacted to "require restitution in all cases, unless the court provides specific reasons for failing to require it." 183 In that same year, partially in response to the Task Force report, Congress enacted the Victim and Witness Protection Act ("VWPA") of 1982. 184 The VWPA was enacted:
[T]o enhance and protect the necessary role of crime victims and witnesses in the criminal justice process; to ensure that the Federal Government does all that is possible within limits of available resources to assist victims and witnesses of crime without infringing on the constitutional rights of the defendant; and, to provide a model for legislation for State and local governments. 185 For the first time, restitution was no longer limited to the concept of unjust enrichment or the pure value of material goods taken by an offender. Instead, the VWPA allowed victims to recover damages for physical and psychological care, including emotional and mental damages from 178 Child Protection Act of 2012, Pub. L. No. 112-206, § 2(b), 126 Stat. 1490 (2012); Letter from Anne Gannon, supra note 48 (recognizing that child pornography was "featuring more explicit and violent conduct involving younger children"). 179 See infra Part V.C for a discussion on victims' funds. 180 See infra Part V.A for a discussion on improving mandatory restitution. 181 The question of who should control the victims' sex abuse images is a complex and difficult one. However, the attorney who represented the victim in Paroline, James R. Marsh, reports that the F.B.I. failed to respond to requests for access to her own images on the same terms and conditions as criminal defendants, so that she can prove the elements of a civil remedies case brought under § 2252 and to work with her to establish the chain of custody of those images. Interview with James R. Marsh (2012)). 185 Id. § 2(b). criminal defendants. 186 Although the VWPA was the first attempt to compensate crime victims, it was limited by a discretionary prong, which directed judges to take into account the defendant's economic situation as well as the severity of the victim's harm when ordering restitution. 187 Accordingly, there was still much work to be done on behalf of the fight for victim recovery.
In 1984, Congress enacted the Victims of Crime Act ("VOCA"). 188 The VOCA created the first victims' compensation fund, which federal criminal prosecutions subsidized through fines from offenders. 189 VOCA attempted to reimburse crime victims for expenses directly related to crimes by granting money to state-administered victims' assistance funds. 190 Every state now has a compensation program that can aid victims and their families, and only about thirty-five percent of the total revenue involved in these funds comes from federal government grants, mostly collected from offender fines, penalties, and forfeited bail bonds. 191 Crime victims' funds are able to offer victims a limited amount of funding for a variety of expenses ranging from medical expenses to lost wages attributable to a physical injury resulting from a compensable crime. 192 These funds provide some relief to a limited number of victims by distributing almost five hundred million dollars annually to more than two hundred thousand victims across the country. 193 Considering that there were nearly seven million victims of violent crime who were twelve years of age or older in 2012, it becomes clear that crime victim funds are vastly underutilized. 194 Indeed, there is currently a balance approaching eleven billion dollars in the Crime Victims Fund established by VOCA. 195 The funds appear to be underutilized and have administrative complexities that make it difficult for victims to receive compensation. 196 Access to crime victims' funds is especially challenging for victims of child pornography possession and distribution because they are not classified as "violent" crimes. 197 Additionally, while a number of funds agree to provide funding for the expenses incurred as a result of the possession or distribution of their sexual abuse images, 198 many states have not amended their statutory language, which limits fund eligibility to victims who suffer physical harm; thus, claims by victims of child pornography possession or distribution are often denied. 199 Victims' funds in their current form also fail to account for foreign victims of child pornography as well as U.S. citizens or residents who are victimized outside of the country or by foreign perpetrators. 200 administrative obstacles to receive compensation from one of these funds, the amounts often are insufficient to fully restore a victim. For example, the average state cap on these benefits is approximately twenty-five thousand dollars, 201 and the victim must agree to reimburse the crime victim's fund if she receives damages or restitution from the offender. 202 Accordingly, even after the enactment of VOCA, child pornography victims still are not obtaining meaningful recovery as a result of crime victims' funds.
The Federal Crime Victim Assistance Fund ("FVAF") is also available to aid crime victims in need of immediate assistance. 203 This fund is intended as a last resort for victims and is used to cover costs such as transportation to criminal proceedings, emergency shelter, and crisis intervention. 204 Although the proceeds of this fund provide emergency care for sexual assault victims, it does not provide funds for child pornography victims to receive long-term care. The FVAF is extremely limited and cannot be used to pay restitution to victims such as that of lost wages or health care. As a result, it does not effectively aid child pornography victims in obtaining the care and assistance that they require.
In 1994, Congress enacted the Violence Against Women Act ("VAWA"), which provided extensive protections, programs, and funding toward aiding victims of sexual and domestic assault, including children. 205 VAWA was expansive and included various protections such as providing for the payment for testing and counseling for sexually transmitted diseases for sexual assault victims, 206 establishing federal penalties for sex crimes, 207 providing domestic violence victims the right to be heard at pre-release hearings of defendants, 208 and forming various grant systems to provide education and support resources for domestic violence programs and victims. 209 These remedies ranged anywhere from providing states with grants for nonprofit nongovernmental victim assistance programs to providing grants for lighting and security on public transportation systems and in public parks to combat violence against women. 210 VAWA symbolized "an essential step in forging a national consensus that our society will not tolerate violence against women" 211 and was "intended to respond both to the underlying attitude that this violence is somehow less serious than other crime and to the resulting failure of our criminal justice system to address such violence." 212 Congress recognized the need to provide child pornography victims with adequate restitution by revisiting the discretionary grant of restitution they offered in the VWPA and enacting the Mandatory Victims Restitution Statute as part of VAWA. 213 The statute pushed past the limitations of the VWPA and made restitution mandatory for victims of certain federal crimes, regardless of the offender's ability to pay. 214 The statute also mandates that offenders at 201 Crime Victim Compensation: An Overview, supra note 191. 202 Amy Unknown's, one of the victims described in the introduction, restitution claim is $3,408,404. Joint Appendix vol. 1 at 52, Paroline v. United States, 134 S. Ct. 1710 (2014) all points in the child pornography market (production, distribution, and possession) pay full restitution to child pornography victims and for victims to recover the full amount of victims' losses. 215 Losses include any costs that the victim incurs for:
(A) medical services relating to physical, psychiatric, or psychological care; (B) physical and occupational therapy or rehabilitation; (C) necessary transportation, temporary housing, and child care expenses; (D) lost income; (E) attorneys' fees, as well as other costs incurred; and (F) any other losses suffered by the victim as a proximate result of the offense. 216 During this same time period, Congress further expanded the principle of mandatory restitution by enacting the Mandatory Victims Restitution Act of 1996 ("MVRA"), a more general restitution act that provided restitution for victims of crimes that cause monetary losses, such as a loss of property, or for bodily injury to the victim. 217 Mandatory restitution was part of a comprehensive federal statutory framework that also included clear definitions and criminalizing participation at every stage of the child pornography market. 218 As part of this framework, the Crime Victims' Rights Act ("CVRA") was enacted in 2004 as part of the Justice for All Act. 219 The CVRA was revolutionary in the fight for victims' rights as it granted victims the ability to be present in court proceedings, the right to notice of when such proceedings were occurring, and the right to be heard at these public hearings. 220 However, perhaps most importantly, the CVRA reflected language set forth in the MVRA and reemphasized that victims in federal criminal cases have the right to collect "full and timely restitution" from offenders. 221 However, the CVRA defines a victim as someone who is "directly and proximately harmed as a result of the commission of a federal offense," which is often very difficult for child pornography victims to prove. 222 Accordingly, although the CVRA was an important part of the victims' rights movements, child pornography victims still failed to obtain meaningful restitution with its enactment.
In addition to restitution, Congress provided civil recovery options by enacting the Child Abuse Victims' Rights Act in 1986 ("CAVRA"). 223 The Child Abuse Victims Rights Act allows a child pornography victim, who suffers personal injury from a violation of § 2251 (sexual exploitation of a child) or § 2252 (distribution or possession of child abuse images), to bring a civil cause of action to recover the actual damages he or she sustained, the cost of the suit, and reasonable attorney's fees. 224 The CAVRA presumed damages of no less than fifty thousand dollars. 225 Although this statute seemed like a promising option for victims, it remained largely unused, and the first reported case to use this statute was in 2001, fifteen years after its enactment. 226 The law was further amended in 1998 to include a larger array of offenses ranging from child pornography, to sexual abuse of a minor, and the buying or selling of children. 227 In 2006, Masha's Law, part of the Adam Walsh Child Protection and Safety Act of 2006, amended the civil recovery statute in the Child Abuse Victims' Rights Act. 228 Masha's Law raised the minimum damages a victim would receive to $150,000, rather than only $50,000. 229 Masha's Law also extended the previous law to allow adults, who were victims of sexual abuse as minors, to sue not only their original abusers, but also distributors and possessors of their sexual abuse images. 230 In order for victims to recover under Masha's Law, the victim must first meet the statute of limitations. 231 Once the action accrues, there is a ten-year general statute of limitations. 232 However, if the person is under a legal disability, such as minority status, the statute of limitations is three years after the disability ends. 233 The victim must then show that he or she was personally injured as a result of the defendant's violation of a federal child pornography statute. 234 Ferber established many years ago that the act of child pornography causes personal injury to victims; accordingly, victims are usually able to meet the personal injury requirement. 235 The plaintiff also must successfully prove, by a preponderance of the evidence, that the defendant violated a federal statute covered by the CAVRA. 236 Since this is a civil remedy, a criminal conviction is not necessary. 237 However, proving a violation may still be an extremely difficult task for some victims. Especially challenged are victims who (1) lack resources; (2) are unable to meet certain statutory requirements, such as proving that a defendant had knowledge that the victim was underage at the time of the act or proving that the photography depicts "sexually explicit conduct"; or (3) must prove that they were aware of the defendant's photographs and, as a result, suffered damages from the specific defendant's possession of these images. 238 Even if the perpetrator has been criminally convicted, that does not necessarily have a preclusive effect on the civil claim since the conviction likely would not specify who the victims were portrayed in the sexual abuse images. 239 This element is especially challenging for the vast majority of victims who do not have access to or control over their own sexual abuse images and who consequently would be unable to offer crucial evidence. 240 Additionally, Masha's Law does not provide an avenue for foreign plaintiffs to sue domestic defendants in federal district courts when the conduct occurred abroad. 241 Accordingly, while some victims may utilize this statute, recovery is neither certain nor comprehensive.
Although it is clear that child pornography is illegal in the United States, the rights and remedies available to victims fail to ensure full psychological and physical recovery and social reintegration. Victims of child pornography are often unable to pay for the psychological care they need 242 and are left with few if any options to address their harms and achieve full restoration from the indefinite cycle of revictimization witnessed in the digital age, especially when one considers the globalization of this crime and its myriad of consequences.
IV. INTERNATIONAL LAW SUPPORTS VICTIM RESTORATION
The United States and the international community have long recognized the special care needed for children. In addition to domestic efforts, the United States has been an active participant in creating international law to protect children and combat child pornography. While providing victims with restoration through compensation is unlikely jus cogens, 243 the United States has signed many treaties that mandate special protections to children generally, as well as to child pornography victims specifically. This Part will explore both international law binding on the United States, the United States' commitment to developing global solutions to compensate victims, and emerging international norms supporting the restoration of child pornography victims.
A. Early Developments in International Children Rights Law In 1924, the League of Nations adopted the Geneva Declaration of the Rights of the Child, the first international instrument recognizing the inherent uniqueness of childhood, which gave rise to the need for special care and protection. 244 The 1959 Declaration included ten principles, reaffirming the importance of children's rights contained in the 1924 declaration. 248 Relevant to the discussion of child pornography is Principle 2, stating that children:
[S]hall enjoy special protection, and shall be given opportunities and facilities, by law and by other means, to enable [them] to develop physically, mentally, morally, spiritually, and socially in a healthy and normal manner and in conditions of freedom and dignity. In the enactment of laws for this purpose, the best interests of the child shall be the paramount consideration. 249 Principle 9 further provides that children "shall be protected against all forms of neglect, cruelty and exploitation.
[They] shall not be the subject of traffic, in any form." 250 As discussed above, victims suffer severe mental problems as a result of their victimization and continued victimization. The 1959 Declaration clearly states that children should be free from this sort of cruelty. 251 While the 1924 and 1959 Declarations recognized that children needed special protection, both were non-binding instruments. 252 The drafting of the first binding children's rights treaty, the United Nations Convention on the Rights on the Child ("CRC"), 253 began in 1979, which was designated as the "International Year of the Child" by the international community. 254 The drafting of the CRC involved more than seventy countries (including the United States) and spanned ten years. 255 The CRC was introduced to the United Nations General Assembly in 1989, just four years after the first child pornography network was identified on the Internet. 256 The General Assembly unanimously adopted the Convention on the Rights of the Child and broke records for the greatest number of signatories to a treaty on the day it opened for signature. 257 Today, the CRC is the most widely-ratified human rights treaty in the world and sets universal standards for the protection of children for countries to strive towards and by which they agree to be measured. 258 The only countries to not ratify the treaty are the United States and South Sudan. 259 While the United States has not ratified the CRC, it signed the CRC on February 16, 1995, 260 and was more active in the drafting of the CRC than any other government. 261 The United States proposed text or amendments for thirty-eight of the CRC's forty substantive articles, including several regarding exploitation, abuse, and the rehabilitation and reintegration of victims. 262 Despite the failure of the United States to ratify the CRC, the U.S. Supreme Court relied on the near universal ratification of the CRC in gauging the weight of international opinion affirming the Court's decision effectively banning the juvenile death penalty in Roper v. Simmons. 263 The CRC requires that countries take all appropriate measures to promote physical and psychological restoration and social reintegration of a child victim of exploitation, abuse, or any other form of "cruel, inhuman or degrading treatment." 264 Parties to the CRC must also take appropriate measures to "protect the child from all forms of physical or mental violence, injury or abuse, neglect or negligent treatment, maltreatment or exploitation, including sexual abuse. . . ." 265 While the CRC makes clear that parties are obligated to protect children from abuse (such as child pornography), the Optional Protocol, to which the United States is a party, focuses even more directly and specifically on the parties' obligations to eliminate child pornography and to ensure the full recovery and social reintegration of victims.
B. Multilateral Efforts to Provide Restoration to Victims The Optional Protocol is the world's most comprehensive treaty to focus on the eradication of child pornography by banning the production, distribution, and possession of child abuse images, requiring parties to provide restorative services, and requiring parties to allow victims to receive compensation from their offenders. 266 The Optional Protocol entered into force on January 18, 2002, and the United States ratified the treaty on December 23, 2002. 267 As of today, 121 countries have signed the treaty, and 169 countries from all over the world have ratified the treaty. 268 When the United States ratified the Optional Protocol, it became obligated as a state party to ensure that sexually exploited children, including child pornography victims, receive medical and psychological services for their full reintegration into society. 269 In fact, the United States required no new legislation after it ratified the Optional Protocol, signaling that domestic law provided the protections the treaty required. 270 Therefore, U.S. domestic law 271 must comply with the Optional Protocol, which expressly requires that states parties "ensure that all child victims have access to adequate procedures to seek . . . damages from those legally responsible." 272 Moreover, the Optional Protocol requires that the United States, and other states parties, ensure that victims of child pornography have access to procedures that are adequate and nondiscriminatory. 273 The United States has relied expressly and specifically on the Mandatory Restitution Statute 274 to fulfill its treaty obligations under Article 9 of the Optional Protocol. 275 The United States first cited the Mandatory Restitution Statute in 2007 in its initial report to the United Nations Committee on the Rights of the Child ("U.N. Committee") regarding the United States' implementation of the Optional Protocol domestically. 276 The United States' Initial Report explained that the Mandatory Restitution Statute provides "mandatory restitution for any offense involving the sexual exploitation of children." 277 After receiving the United States' Initial Report on its compliance with the Optional Protocol, the U.N. Committee requested additional information, including data for the years 2005, 2006, and 2007 regarding "[t]he number of child victims provided with recovery assistance and compensation as indicated in Article 9, paragraphs 3 and 4 of the Protocol." 278 The United States' response did not indicate that a single victim had received compensation from an offender under the Mandatory Restitution Statute or any other statute despite the fact that the Statute was the cornerstone of the United States' statement of compliance with Article 9, paragraph 4. 279 Instead, the United States indicated that some victims "may be eligible" for a variety of government programs such as Medicaid, Temporary Assistance for Needy Families ("TANF"), and Job Corps. 280 In its Concluding Observations regarding the United States' Initial Report, the U.N. Committee identified the United States as "one of the world's largest producers, distributors and consumers of child pornography" and expressly encouraged the United States, inter alia, to "[i]mprove enforcement of the existing legislative framework on child pornography." 281 In 2010, the United States submitted a periodic report on its compliance with the Optional Protocol and again cited the Mandatory Restitution Statute as providing "mandatory 270 (2008) . When a statute and treaty conflict, a court will give meaning to both, if it can, without violating the language of either. Whitney, 124 U.S. at 194 (noting that the treaty later in time must be self-executing). While the Optional Protocol is not self-executing (able to be implemented without domestic legislation), it is later in time and courts can arguably construe legislation to uphold the intent of the protocol. 272 Optional Protocol, supra note 55, at art. 9(4) (emphasis added). Those "legally responsible" include offenders found guilty of child pornography possession, distribution, and creation. Id. at art. 3(1)(c). 273 Id. at art. 9(4). 274 18 U.S.C. § 2259 (2012). 275 INITIAL REPORT, supra note 270, at para. 89. 276 Id. at para. 3. 277 Id. at para. 89. restitution for child sexual exploitation and other abuse offenses." 282 The United States explained in its 2010 report that restitution is mandatory and must include the "full amount of the victim's losses . . . ." 283 The United States cited no other statutory remedy supporting full restoration of child pornography victims. 284 In 2012, the U.N. Committee again identified victim restoration (including compensation to victims) as an issue in response to the United States' 2010 periodic report, and requested additional information. 285 Specifically, the U.N. Committee asked the United States for an indication of the measures enacted to ensure that victims "are provided with appropriate assistance for their full social reintegration: physical, psychological, and psychosocial recovery, as well as compensation." 286 In its response, the United States again failed to identify even one specific measure that it is taking to ensure compensation to child pornography victims. 287 Thus, in its Concluding Observations, the U.N. Committee expressed concern "about the growing availability of child pornography online, the use of ever younger children and the increase in the violence of images recorded" as well as the fact that sexually exploited children in the United States "still lack adequate . . . compensation." 288 The U.N. Committee also addressed the United States' treaty obligations under Articles 8 and 9 of the Optional Protocol and claimed that the United States should seek "adequate remed[ies] and reparation[s]" through legal channels and other means. 289 Other international treaties also evidence the rise of an international norm in the twentieth century recognizing that children have a right to special protections. 290 Nations have gone further in developing international instruments that require States Parties to provide assistance for victims' physical and psychological restoration. 291 A series of World Congresses against Commercial Sexual Exploitation of Children also evidence the international community's multilateral efforts to provide victims with restoration services. The First World Congress called on governments to provide recovery services to sexually exploited children. 295 The Second World Congress recognized that the development of technology created more difficulties for victims and called on countries to help victims recover and reintegrate into society. 296 At the conclusion of the Second World Congress, the United States pointed to the Optional Protocol as providing a "clear starting point" for the international elimination of sexual exploitation of children. 297 Between the Second and Third World Congresses, the United States conducted a "mid-term review" on the commercial sexual exploitation of children in America in collaboration with three non-governmental agencies. 298 A report from the mid-term review was submitted at the Third World Congress and found that the U.S. Congress and Executive Branch had "aggressively" confirmed their commitment to combating the sexual exploitation of children through legislative measures, including the recognition and protection of victims' rights. 299 The Council of Europe, an international organization including both European and non-European countries, has also formed treaties to protect children from child sexual abuse. 300 The United States actively participated in the drafting of the Council of Europe's Convention on Cybercrime, which requires states to adopt legislative and other measures necessary to criminalize possession of child pornography on data storage media. 301 The United States ratified the treaty in 2006 with no need for implementing legislation because the United States had complied with the Convention on Cybercrime's provisions prior to the drafting of the convention. 302 Four years later, the Lanzarote Convention, another Council of Europe convention, expanded on the Convention on Cybercrime to require States Parties to take all necessary measures to assist victims with their physical and psycho-social restoration through adopting a more protective approach towards victims. 303 Lanzarote Convention, it participated in the drafting of the treaty and has been a permanent observer of the Council of Europe since 1995. 304 Moreover, the Lanzarote Convention is additional evidence of emerging international legal norms focused on criminalizing modern child pornography and providing for restoration of victims. C. Regional Efforts to Protect and Support Victims of Child Pornography Regionally, countries have also committed to protecting potential victims of child pornography and supporting their recovery when victimized. The European Union requires member states to punish the "acquisition or possession of child pornography" and "knowingly obtaining access." 305 Significantly, in accordance with the Optional Protocol, the CRC, and the Lanzarote Convention, the European Union requires member states to provide assistance, support, and protection to victims, taking into account the best interests of the child. 306 Among other things, this includes ensuring that victims have access to free legal representation for "the purposes of claiming compensation." 307 Member states must also ensure that victims receive assistance and support before, during, and after the criminal proceedings. 308 The European Union law also directs member states to ensure that victims of crime receive adequate protection, acknowledgement of their rights, and special assistance. 309 The European Union has recently expanded the rights, support, protection, and compensation for victims of child pornography by implementing a new Directive that will take effect in 2015. 310 The new Directive instructs member states to protect victims from continuing victimization and ensures that victims receive "appropriate support to facilitate their recovery." 311 Victim support services must provide, at a minimum, emotional and psychological support services. 312 Member states must ensure that victims also have the right to receive compensation from offenders through a judgment in criminal proceedings. 313 Member states are obliged to promote measures to "encourage offenders to provide adequate compensation to victims." 314 The new Directive demonstrates the European Union's evolving standards on crime victim standing, and when read in conjunction with Article 19 of Directive 2011/92/EU, 315 the new Directive advances the European Union's goal to provide greater support to victims of child pornography.
African and Asian countries have also responded on a regional basis. In 1999, the African Charter on the Rights and Welfare of the Child entered into force, which requires states to ensure 304 311 Id. at pmbl. para. 9. 312 Id. at art. 9. 313 Id. at art. 16(1) 314 Id. at art. 16(2). 315 Directive 2011/92/EU, supra note 305, at art. 19. that children "enjoy the best attainable state of physical, mental and spiritual health." 316 Parties to the treaty must also protect children from "all forms of torture, inhuman or degrading treatment," which includes sexual abuse. 317 In fact, Article 27 specifically requires parties to protect children from sexual exploitation, including "the use of children in pornographic activities, performances and materials." 318 In addition to preventing abuse, members must establish support and treatment for the victims of abuse when it does occur. 319 The South Asian Association for Regional Cooperation ("SAARC"), which includes eight member states and nine observer states, have also entered into regional efforts. 320 The Convention on Regional Arrangements for the Promotion of Child Welfare in South Asia asks member states to reaffirm their commitment to the CRC, uphold the "best interest of the child," and provide basic services to children. 321 While many of the countries have signed or ratified the Optional Protocol, the African convention and SAARC convention provide reaffirmation of the regions' commitment to protecting children.
In sum, the United States has played an active role in developing an international legal framework that condemns child sexual abuse and the proliferation of child sexual abuse images. This framework also recognizes the harm done to victims and the need to provide for their restoration. In addition to multilateral efforts such as the Optional Protocol, regional efforts are underway to protect children from child pornography, signaling an international norm. The United States has previously identified the Mandatory Restitution Statute as its means of complying with international obligations. Unfortunately, the statute has been ineffective, and the domestic statutory framework for restoring victims must be expanded, reinforced, and effectively implemented.
V. ENSURING FULL RESTORATION OF VICTIMS BOTH AT HOME AND ABROAD
The United States has been a leader in efforts to combat child pornography worldwide, but its leadership falls short when it comes to restoring victims. In order to comply with its own treaty obligations and as a moral imperative because of the rising problem of child pornography, the United States must effectively ensure the full and adequate restoration of victims of child pornography. The United States has a number of options. For one, the United States already has a statutory framework for providing restoration to victims of child pornography through restitution-the Mandatory Restitution Statute. 322 The United States could amend this statute to achieve Congress's original intent to provide full recovery to victims of child pornography. Additional options include expanding victim funds, supporting victims' use of civil remedies and copyright protections, requiring the widespread implementation of child pornography identification software, providing victims with a variety of government benefits, and appointing attorneys or guardians ad litem to advocate for victims and guide them through a complex and discouraging justice system. [Vol. 35:2
A. The Mandatory Restitution Statute
In Part III.B, the context for the development of the Mandatory Restitution Statute was discussed. In spite of convincing bipartisan support for the statute, 323 and a strongly-worded title that begins with the word "mandatory," prosecutors have failed to use the statute as a tool for providing restoration to victims of child pornography. 324 In fact, it was a children's rights lawyer, James R. Marsh, who first began utilizing the statute effectively. 325 When Amy's family hired him, Marsh initially thought of utilizing Masha's Law, the civil recovery option, as a means of obtaining restoration for Amy. 326 However, when United States v. Hesketh 327 involved a wealthy offender with assets in foreign countries with strict banking secrecy laws, Marsh began to research criminal restitution-which places the burden on the federal government to collect, rather than the individual, and allows the government to utilize its powerful collection powers to levy assets, including the seizure of bank and retirement accounts. 328 Marsh asked Amy to write a victim impact statement and hired a psychologist to examine her. 329 Marsh also had economists calculate damages "that included counseling, diminished wages and lawyer fees." 330 The total was approximately $3.4 million. 331 Afterwards, Marsh began emailing Amy's filings to U.S. Attorneys-as of September 2012, "Amy had filed claims in 744 cases and had been identified in more than [1500] ." 332 Courts varied in their responses to these petitions: some district courts rejected them, some awarded paltry sums, while others responded with significant awards. 333 On appeal, the circuits split in their interpretations of the Mandatory Restitution Statute, with the Fifth Circuit holding that "the plain language of the statute dictates that a district court must award restitution for the full amount of those losses." 334 The offender in the case, Doyle Randall Paroline, appealed the decision and the circuit split led to the Supreme Court granting certiorari in June 2013 in Paroline. 335 The briefing and oral argument in Paroline revealed a significant disagreement over the interpretation of the Mandatory Restitution Statute. The statute requires that a defendant, once convicted of production, distribution, or possession of child pornography, pay the "full amount of victim's losses." 336 The statute defines the "full amount of victim's losses," as including:
(D) lost income; (E) attorneys' fees, as well as other costs incurred; and (F) any other losses suffered by the victim as a proximate result of the offense. 337 The Supreme Court granted certiorari on the question: "What, if any, causal relationship or nexus between the defendant's conduct and the victim's harm or damages must the government or the victim establish in order to recover restitution under [the Mandatory Restitution Statute]?" 338 In other words, does the proximate cause language in (F) modify (A)-(E) or only (F)? If only (F), then Paroline would be liable to the victim, Amy, for the full amount of her damages, $3.4 million, even though he "only" possessed two of her sex abuse images. Not surprisingly, Paroline took the position that he owed no restitution to Amy, 339 while she argued that Paroline owed her full restitution. 340 The U.S. Solicitor General argued that the amount was somewhere in between, but could not offer a clear formula for determining the precise amount owed or how it would be determined on a consistent basis for all child pornography victims entitled to restitution under the statute. 341 At oral argument, the Justices appeared to be as divided as the parties. For example, Justice Scalia acknowledged that Paroline was obviously a "bad guy" but found it incredulous that Congress could have intended "to sock" Paroline with the full amount of Amy's damages ($3.4 million), while Justice Sotomayor appeared to defend full restitution to Amy, and Justice Ginsburg pressed the Government to offer a formula for restitution that could be applied consistently across child pornography cases. 342 Throughout oral argument, the complexities inherent in apportioning causation and liability for child pornography possession and distribution in the digital age, due to the continuing revictimization that is inherent in the perpetual proliferation of this crime on a global scale, seemed to place solutions out of the reach of some of the brightest minds in the United States. 343 Thus, it was not surprising when the Court's decision was issued on April 23, 2014, that it conveyed a divided Court, with Justices Ginsburg, Breyer, Alito, and Kagan joining Justice Kennedy in a majority opinion, Justices Scalia and Thomas joining Chief Justice Roberts in a dissent, and Justice Sotomayer entering a separate dissent. 344 According to the majority, the restitution should be "reasonable" and "circumscribed," neither "severe" nor "token" nor "minimal." 345 The majority acknowledged that child pornography victims were entitled to full restitution for their losses "someday," but failed to provide a concrete formula to determine how to apportion full restitution, let alone when that day will come. 346 Chief Justice Roberts wrote in his dissent that clearly, child pornography victims deserve restitution and that Congress intended for them to receive it, but unfortunately, the Mandatory Restitution Statute was so poorly drafted that it allowed no victim recovery, and Congress needed to "fix" the statute. 347 In Justice Sotomayor's dissent, she, too, suggested that Congress should consider revising the Mandatory Restitution Statute and offered concrete suggestions for doing so, such as including mandatory minimum restitution amounts similar to the $150,000 minimum set in the Civil Remedy Statute. 348 In the meanwhile, Justice Sotomayor opined that Amy was entitled to restitution from Paroline in the full amount of her losses ($3.4 million). 349 Although the Justices disagreed on the amount of restitution owed to Amy by Paroline, all nine Justices agreed that victims of child pornography are entitled to restitution from those who possess their sexual abuse images. 350 The Court recognized that "every viewing of child pornography is a repetition of the victim's abuse." 351 According to the majority, one purpose of the Mandatory Restitution Statute is "to impress upon offenders that their conduct produces concrete and devastating harms for real, identifiable victims." 352 One of the identifiable victims of Paroline's crimes was not only in the Court that day, she was represented by counsel. 353 It was the first time in the Court's history that a crime victim was allowed to be represented by counsel in an appeal of a criminal case heard by the U.S. Supreme Court. 354 It was especially fitting that the first crime victim was a child pornography victim, given that the growing number of victims affected by this rapidly expanding crime compels strong and effective legislative solutions to ensure their full restoration.
B. Post-Paroline Restitution Legislation Paroline demonstrates that the Mandatory Restitution Statute presents complex questions about the statute's workability and effectiveness. In response to these problems, Congress could create a new statutory framework that more clearly lays out how victims receive restoration. The statutory framework could clarify the language necessary for adequate restitution and incorporate and improve on other potential sources of support for victim restoration such as victims' funds, civil remedies, copyright, government benefits, technological innovation, and victim advocacy.
A new statutory framework would have the ability to recognize the ways that child pornography has changed since the mid-nineties, when Congress enacted the Mandatory Restitution Statute. The rise in technology over the past twenty years is unprecedented, particularly with regard to the Internet and smartphones. This statutory framework would view restoration in light of the uniquely global nature of child pornography and the corresponding 346 Id. at 1729. 347 Id. at 1735. 348 Id. at 1744. The dissents of both Chief Justice Roberts and Justice Sotomayor were consistent with the position of both the U.S. Department of Justice and the U.S. Sentencing Commission, who had previously publicly stated that "improvements to the statutory restitution mechanism are warranted." Letter from Anne Gannon, supra note 48; see also U.S. SENTENCING COMM'N, supra note 62, at 311-31 (discussing recommendations to Congress for statutory improvements). 349 difficulties to: (1) obtain restitution from defendants in foreign jurisdictions, and (2) identify the total number of offenders and, as a result, the full extent of a victim's harm. The new framework would also need to be flexible enough to accommodate rapidly changing technology and recognize that the harm to victims of child pornography will only grow as technology becomes increasingly sophisticated.
Two weeks after the U.S. Supreme Court issued its decision in Paroline, Congress responded with a new statutory framework that would update the Mandatory Restitution Statute. The Amy and Vicky Child Pornography Victim Restitution Improvement Act of 2014, 355 was introduced on May 7, 2014, by Senator Orrin Hatch (R-UT) 356 and twenty-one co-sponsors. 357 The Act was referred to the Committee on the Judiciary on the same day. 358 An identical bill, H.R. 4981, was introduced in the House of Representatives. 359 Representative Matt Cartwright (D-PA) and eighty-eight co-sponsors introduced the House version. 360 The Amy and Vicky Child Pornography Victim Restitution Improvement Act reaffirms Congress's previous findings that demand for child pornography continuously victimizes a child, causing victims to suffer throughout their lives. 361 Congress also recognizes that every perpetrator throughout the supply chain (producer, distributor, and possessor) plays a part in the victim's harm. 362 To remedy the harm to a victim, Congress intends to fully compensate the victim through an aggregate causation standard, while also recognizing any constitutional limits and protections for defendants. 363 Under the revised act, a victim may recover: lifetime medical services related to physical, psychiatric, or psychological care; lifetime physical and occupational therapy or rehabilitation; necessary transportation, temporary housing, and child care expenses; lifetime lost income; and attorneys' fees, as well as other costs incurred. 364 Further, other losses suffered by the victim are recoverable if those losses are a proximate result of the offense. 365 The Act clearly states that the proximate cause is only required for other losses and not the statutorily-enumerated losses.
To determine the restitution amount, the court will decide the amount of the victim's losses and enter an order for that amount when one defendant harms the victim. 366 When multiple defendants harm the victim, the court will enter a restitution order for the full amount of the victim's losses or an amount not less than a statutorily-enumerated amount. 367 The statutorilyenumerated amounts are as follows: $250,000 for production, $150,000 for distribution, and [Vol. 35:2 $25,000 for possession. 368 A victim is able to utilize joint and several liability to recover from multiple defendants. 369 Defendants can also seek contribution from other defendants. 370 Senator Pat Toomey (R-PA) introduced an alternative bill, the Justice for Amy Act of 2014, on May 15, 2014, in the wake of the U.S. Supreme Court decision in Paroline, and it was immediately referred to the Senate Judiciary Committee. 371 The bill would amend the Mandatory Restitution Statute and make restitution mandatory regardless of the defendant's economic circumstance or the victim's other sources of recovery (i.e., insurance). 372 In determining the victim's losses, courts would use aggregate causation principals. 373 Multiple defendants would be jointly and severally liable. 374 A defendant who pays more than his share could seek contribution from other defendants or subsequent offenders. 375 The primary difference between the acts is the Justice for Amy Act does not include the statutorily-enumerated amounts that the Amy and Vicky Child Pornography Victim Restitution Improvement Act contains. The statutorily-enumerated amounts, $250,000 for production, $150,000 for distribution, and $25,000 for possession, are similar to the civil recovery statute where damages are presumed to be at least $150,000. 376 While these statutory minimums will provide some assurances to victims who seek compensation, whichever approach is ultimately adopted will greatly improve access to restitution for victims.
At the conclusion of the 113th Congress, neither act had been enacted, 377 which led the 114th Congress to reintroduce the Amy and Vicky Child Pornography Victim Restitution Improvement Act. 378 On February 11, 2015, the Senate unanimously passed the act. 379 The House referred the bill to the House Judiciary committee on February 12, 2015. 380 With widespread bipartisan support in the Senate, hopefully the House of Representatives will act swiftly to improve the restitution system. C. Victims' Funds As discussed in Part III.B above, victims' funds could be an effective method of directing resources to support the restoration of victims of child pornography, but not in their current form. There are a number of positive aspects of crime victims' funds. For one, victims can access at least some of the funds they need to support their restoration relatively quickly, especially compared to restitution 381 or civil litigation. Funds do not require a showing of proximate cause between the defendant's harm and the victim's losses. Funds allow defendants to pay into the fund whether or not a victim is identified, meaning that offenders do not escape liability. These funds may also provide assistance to families of child pornography victims who also have expenses, such as for counseling. 382 One enormous benefit of a victim compensation program rather than restitution would be the elimination of notification letters, which victims receive to determine whether to seek restitution. 383 The notifications that victims like Amy and Vicky receive can be "unnerving and traumatic." 384 Much of the ongoing harm to victims of child pornography is from the knowledge that unknown perpetrators are deriving "sick enjoyment" from images of their child sexual abuse, 385 and that these images will most likely never be removed from the Internet. The constant flow of notification letters can "exponentially and repetitively reactivate[]" victims' psychological harm. 386 However, at this point, these notices are required for victims to receive restitution. 387 A fund would allow victims to "opt-out of receiving notices yet still receive reimbursement for psychological and counseling services." 388 Currently, the majority of child pornography offenses are prosecuted at the state level, 389 and the majority of the federal funds allocated to victims' compensation are allocated to state victims' compensation programs. 390 Thus, it is critical that federal lawmakers make federal funding of state-administered victims' funds contingent upon amending statutes and regulations to ensure that victims of child pornography possession and distribution are eligible for support from state-administered victims' funds. Indeed, Congress recently recognized the need to make special funds available for child pornography victims. The Justice for Victims of Trafficking Act of 2014 authorizes the federal government to make grants to states for direct assistance to child pornography victims. 391 The Act passed the House of Representatives by a vote of 409 to 0 and is pending in the Senate. 392 While victims are likely to only receive a limited amount of funds, the additional sources might be able to compensate victims for losses attributed to possession and distribution and provide a method of compensation.
Meanwhile, Congress should consider the formation of a victims' fund for child pornography victims that is administered at the federal level. The fund could also be supported with fines and penalties collected from offenders convicted of federal child pornography crimes. It could be accessible to victims regardless of their state of residence or the state of residence of the perpetrator or the location of the crime, which is increasingly difficult to specify with digital crimes. Indeed, child pornography victims could be permitted to access funding from the federal child pornography victims' fund even if the perpetrator is foreign or the crime is committed abroad. Moreover, foreign victims of child pornography offenders who are U.S. citizens should also be permitted to file claims with the fund to support their restoration. This would help overcome some of the jurisdictional and logistical issues that currently prevent child pornography victims from abroad from recovering restitution or damages from perpetrators in the United States, and would better address the changing nature of child pornography crimes, which tend to occur across multiple borders and jurisdictions.
Regardless of whether a victims' fund for child pornography victims would be administered at the state or federal level (or both), it is critical to address the many problems present with existing crime victims' funds. 393 Victims' funds caps would need to be raised from their current average of approximately twenty-five thousand dollars. 394 Moreover, victims should not have to reimburse the fund if the victim subsequently receives any restitution or civil damages related to the crime. 395 Also, victims should be permitted to seek reimbursement for lost income. 396 As over $3 million out of the $3.4 million pleaded in Amy's restitution claim accounted for lost wages, 397 it is clear that lost wages are key to full restoration, which includes community reintegration. The funds also do not typically include attorneys' fees, and have an overall annual cap for total distributions. 398 After that cap is reached, funds cannot be disbursed to victims. 399 Finally, the funds fail to account for support of foreign victims and those harmed abroad, 400 even though foreign children are increasingly victimized by U.S. perpetrators, and are also entitled to full restoration.
One should consider the psychological impact that a fine-based system supporting a crime victims' fund could have on both the victim and the perpetrator. In theory, the victim in a fine-based system would be the public rather than the individual, which may diminish "the rehabilitative psychological benefits of restitution, in terms of making a victim feel directly compensated by the person who aggrieved her . . . ." 401 Therefore, part of the sentencing and payment process should require defendants to realize that the children they exploited are real people to whom they have caused tangible harm. Many offenders do not connect their actions with harm to a living and breathing girl or boy who are like their own children, sisters, neighbors, or friends. This is a significant part of the process that should not be lost if the method of resources are directed through a fund rather than through restitution or civil recovery. D. Civil Remedies for Child Pornography Victims Masha's Law, a method for victims to bring civil causes of action, is another method of providing victims access to resources that support their restoration. Under 18 U.S.C. § 2255, "[o]nce a plaintiff has proven personal injury, they are entitled to recover the actual damages they sustain and the cost of the suit, including a reasonable attorney's fee. The statute sets a floor on 393 See generally U.S. DEP'T OF JUSTICE, supra note 198, at 21. Further, the Office for Victims of Crime conducted an informal poll of states that found most states compensated child pornography victims for losses incurred from distribution and possession but most victims do not file claims. Id. 394 Crime Victim Compensation: An Overview, supra note 191. 395 'actual damages' of $150,000, which is the minimum amount a plaintiff can be awarded." 402 Courts have interpreted "personal injury" to include emotional harm and mental suffering. 403 On its face, § 2255 is an excellent tool for victims of child pornography to have access to adequate damages. Even though the burden is on the plaintiff victim to prove "she suffered 'personal injury' as a result of the defendant's predicate act," cases like Doe v. Boland have shown this burden is not high. 404 For victims who have the substantial time and resources required to pursue civil litigation, Masha's Law is an option to be considered in addition to restitution and victims' funds.
Unfortunately, when one considers the challenges of a civil suit under § 2255 more carefully, it becomes clear that these lawsuits present child pornography victims with a multitude of challenges. First, as with any form of civil litigation, it costs money to go through civil litigation and more money to pursue judgments. Even when defendants are wealthy, their funds may be sufficiently guarded so that plaintiffs bear the costs of going after judgments. There are also problems of judicial efficiency in pursuing civil litigation against defendants who are going through criminal trials. Courts must already hear the facts in a criminal case. There are questions about excessive costs to the public because of multiple hearings on the same issue. In these ways, restitution may be a better option. When one also considers the challenges that Amy's attorney reports in trying to access the sexual abuse images on file with the Federal Bureau of Investigation ("F.B.I.") and to establish chain of custody, both of which are necessary to prove her case, one starts to wonder if § 2255 provides any tangible relief to child pornography victims. 405 Lastly, the civil recovery statute alone does not likely satisfy the United States' obligations under the Optional Protocol. Article 9(4) of the Optional Protocol states, "States Parties shall ensure that all child victims of the offences described in the present Protocol have access to adequate procedures to seek, without discrimination, compensation for damages from those legally responsible." 406 While the United States has previously cited Masha's Law as a means of complying with Article 9(4), the U.N. Committee has continuously questioned the United States' fulfillment of this treaty provision. 407 E. Victims Should Pursue Copyright Protections and Remedies One of the most perverse and frustrating aspects of child pornography is that the victims do not own or control the images of their sexual abuse. Thus, in Amy's case, her attorney had to negotiate with the uncle who raped her to transfer his copyright in Amy's sex abuse images to her. 408 Amy and her attorney then tried to register her copyright in those images with the U.S. Copyright Office. 409 Registering a copyright in her sex abuse images would allow Amy to bring a 402 18 U.S.C § 2255 (2012); Marsh, supra note 226, at 496. 403 Marsh, supra note 226, at 494; see Doe v. Boland, 698 F.3d 877, 880-81 (6th Cir. 2012). 404 Id. In Doe v. Boland, an attorney who superimposed the faces of children onto pornographic images of adults was ordered to pay three hundred thousand dollars in damages to the children pictured, because of emotional distress suffered by the children. Even though the children were not harmed in the creation of the images, the court recognized the emotional harm to the children in the distribution of the pornographic images. Id. 405 See Interview with James R. Marsh, supra note 181. Of course, this problem could be partially solved if courts were to identify known victims as part of the criminal judgment, but would not address the problem as to victims who were subsequently identified. 406 Optional Protocol, supra note 55, at art. 9(4). 407 See supra Part IV.B. 408 Interview with James R. Marsh, supra note 181. An initial review of the literature suggests that this is a novel approach to victim recovery that has not been previously considered. We were unable to identify any cases or law review articles that address the question of whether child pornography victims can use copyright infringement claims as a method of recovery against their perpetrators. This recovery method should be more fully explored, especially in light of the challenges child pornography victims face in receiving prompt and adequate restitution under Paroline v. United States. 409 Id. copyright infringement claim against anyone who published her sex abuse images after the registration of her copyright and seek statutory damages under 17 U.S.C. § 504. 410 However, although the Copyright Office agreed to waive the registration fees, the Office initially insisted that the images had to be submitted with the application. 411 Neither Amy nor her uncle had the images since they had been confiscated by the F.B.I. The F.B.I. refused to provide Amy, her attorney, or the Copyright Office copies of the sex abuse images since to do so, they argued, would violate the Adam Walsh Child Protection and Safety Act. 412 Amy's attorney was finally able to convince the Copyright Office to submit written descriptions of the sex abuse images instead to complete the registration. 413 The advantages for a child pornography victim like Amy to register a copyright to her sex abuse images is not limited to the ability to seek statutory damages for infringement. It also allows the victim to demand that Internet Service Providers ("ISPs") notify the infringer, take down the images, or lose the safe harbor protections of the Digital Millennium Copyright Act. 414 If the Internet Service Provider fails to do so, the provider may be liable for monetary damages. 415 Either way, the victim benefits by being able to gain more control over the distribution and posting of her sex abuse images online, as well as having another source of recovery for the funds needed to support her restoration and reintegration.
Indeed, legislators should consider automatically assigning copyright to all sex abuse images (and all derivative works) to the victim portrayed, so that the victim has control over the images and is able to utilize copyright protections to limit their distribution and to seek damages from both individuals and ISPs who play a role (actively or passively) in perpetuating her victimization. 416 In the meanwhile, child pornography victims, their attorneys, and the government should seek an assignment of the copyright to the victim in all of their sex abuse images in concert with the criminal or civil proceedings against child pornography producers.
F. The Role of Private Industry: Private Regulation, Vicarious Liability, and Technological Solutions Given the significant role that commercial technology has played in the global expansion of the child pornography industry and the perpetuation of victimization due to the digitalization and rapid redistribution of child sex abuse images, it is critical for private industry to be actively engaged in the effort to curb child pornography and protect and restore victims. As discussed in 410 Id.; 17 U.S.C. § 504 (2012). 411 Interview with James R. Marsh, supra note 181. 412 Id.; 42 U.S.C. § 16918 (2012). The Adam Walsh Act severely restricts access to child sex abuse images. Adam Walsh Child Protection and Safety Act of 2006, Pub. L. No. 109-248, 120 Stat. 587, 623 (2006) . Although the initial intent of the restriction was to limit the alleged perpetrator's access to the images, the law has been interpreted by some government agencies to restrict access both by other government agencies and the victim herself. Interview with Andrew Oosterbaan, Jeffrey Zeeman, and Mi Yung Park, U.S. Dep't of Justice, Child Exploitation and Obscenity Section, in Washington, D.C. (Apr. 3, 2014); Interview with James R. Marsh, supra note 181. 413 Interview with Andrew Oosterbaan, Jeffery Zeeman, and Mi Yung Park, supra note 412. 414 Digital Millennium Copyright Act, Pub. L. No. 105-304, § 512, 112 Stat. 2860 112 Stat. , 2879 112 Stat. (1998 . 415 Id. § 202. 416 Copyright as a remedy for victims of child pornography, revenge porn, and sexting should be considered in greater detail and more depth than space here allows, and the authors strongly encourage scholars, policymakers, and lawmakers to do so. Questions to be answered include when and how the copyright would vest (for example, the copyright could vest at the victim identification and notification stage), what is to be included as child sex abuse images subject to this automatic assignment (the federal definition of child pornography could be adopted), whether to waive notice requirements, registration, and fees, and whether the rights would be retroactive to the date of production. Of course, under normal circumstances, public policy would argue against the ability to hold copyright to child pornography but, under these circumstances, empowering victims to be able to actively pursue the take down of their images online, and to have increased access to monetary damages justifies a departure from this policy. Moreover, even if copyright could be held in child sex abuse images as a matter of public policy, the government could hold the copyright in trust for the victim, which would prevent perpetrators from owning the copyright, while still allowing victims to utilize copyright protections to control their images and seek damages when appropriate.
Part II.C above, Microsoft and Dartmouth College developed software that allows the rapid identification of child sex abuse images. 417 Twitter, Facebook, Google, and Microsoft have all implemented the software and are able to report identified images to the authorities. 418 More technology companies should utilize this software, as should the federal and all state and local governments. 419 All government contractors 420 and entities receiving government funding should also be required to implement the software on their computers and systems as one of the conditions of receiving a government contract or funding. When one considers the reach of just this group-technology companies; federal, state, and local governments; government contractors; and government-funded entities-the distribution and consumption of child pornography would be substantially disrupted and likely reduced.
Moreover, lawmakers can incentivize private employers to implement similar software by creating employer liability for access of child pornography images on employers' computers by employees. Now that PhotoDNA is available to identify child sexual abuse images, it is time for lawmakers to revisit the safe harbor provisions of the Digital Millennium Copyright Act, 421 at least with respect to child pornography, since presumably now ISPs have the ability to identify the images quickly and efficiently. It is time for them to take a more active role in doing so.
G. Victims Should Seek and Receive Government Benefits Necessary to Support Their Restoration
The United States has an affirmative obligation as a party to the Optional Protocol to ensure that child pornography victims receive the services they need to become fully reintegrated into society. 422 In the reports filed by the United States with the U.N. Committee regarding the fulfillment of treaty obligations, the United States identified a variety of government programs that victims "may be eligible" for including Medicaid, TANF, and Job Corps, among others. 423 If the United States is not going to provide victims access to efficient and effective remedies to support their recovery through restitution, civil remedies, and victims' funds, for example, the government's reliance on these programs to support victim recovery is that much more important. The restoration of all child pornography victims should be supported by categorical eligibility for a variety of government programs that provide or subsidize health care, nutrition, housing, education, and supplemental income. The United States should not limit eligibility for these and other support services to qualifications other than their status as a victim of child pornography.
H. Child Pornography Victims Should Seek Court Appointment of Attorneys or Guardians ad
Litem to Assist Them Federal law allows courts to appoint guardians ad litem to represent child victims and witnesses in federal criminal cases. 424 However, an informal survey recently conducted by a law firm representing Amy suggests that courts almost never exercise this discretion in federal child pornography cases. 425 Of approximately 263 child pornography cases filed between 2000 and 2013, only three had a guardian ad litem appointed to represent the victim. 426 In a fourth case, a Victim Witness Coordinator was noted on the record but did not appear to actively represent the victim. 427 The complexity of the Supreme Court's decision in Paroline 428 makes it more critical than ever for victims of child pornography to have sound legal advice and effective advocacy.
In one of the first child pornography restitution decisions issued after Paroline, the court noted "the difficulty of calculating an appropriate amount of restitution." 429 In United States v. Galan, the Government sought restitution for two of the defendant's victims: $3433 for "Cindy" and $500 for "John Doe IV." 430 Since Paroline failed to provide a reliable formula for calculating the amount of restitution owed to victims, in Cindy's case, the Government used the method of restitution endorsed by the Sixth Circuit in United States v. Gamble, 431 and pooled the losses incurred by Cindy after the date of the defendant's offense and then divided that amount by the number of standing restitution orders. 432 Based on the evidence submitted, the court found that Cindy was harmed by the defendant's trade in her sex abuse images, held that the Gamble method proposed by the government satisfied Paroline, and ordered restitution in the full amount sought ($3433). 433 However, the same court held that it could not order restitution in any amount for John Doe IV because the restitution submission on his behalf, which included both a previous restitution submission from 2008 and a recent letter from his adoptive mother that "evinces the extent of the trauma and torment caused by the continued trade in his images" and makes "palpable" the "heartache and grief" experienced, did not provide an amount of losses incurred after the defendant's offense nor provide a basis for calculating an amount of losses attributable to child pornography offenses. 434 Thus, the court held that it "regrettably" could not honor the restitution request submitted on behalf of John Doe IV, "even in the amount of $500." 435 The court explained its frustration with the current statutory framework:
Though the court has awarded restitution, the negligible amount and the piecemeal process under [the Mandatory Restitution Statute] can hardly be considered a victory for Cindy and other victims like her. The current statutory process for restitution does not fully compensate losses suffered by child pornography victims and may, in fact, dissuade victims from seeking restitution; the end result is hardly worth yet another reminder of their continued exploitation. The court cannot remedy this problem. Rather, it is up to Congress to develop a system to truly compensate child pornography victims for the losses they continue to suffer. 436 The restitution opinion in Galan highlights the complicated analysis that courts must apply in light of Paroline (at least until Congress fixes the current statutory framework), 437 and the need for victims to receive accurate and adequate guidance and support so that they can access the resources they need to fully recover.
Indeed, the United States, and other states parties to the Optional Protocol, are expressly required to provide child pornography victims with support during criminal proceedings under Article 8, which states, "States Parties shall adopt appropriate measures to protect the rights and interests of child victims of the practices prohibited under the present Protocol at all stages of the criminal justice process." 438 Specifically, states parties must inform victims of "their rights, their role and the scope, timing and progress of the proceedings and of the disposition of their cases," 439 provide "appropriate support services to child victims throughout the legal process," 440 and "take measures to ensure appropriate training, in particular legal and psychological training, for the persons who work with victims of the offences prohibited under the present Protocol." 441 Finally, the best interests of the child shall be a primary consideration in the treatment of child victims by the criminal justice system. 442 These provisions are in addition to those previously discussed in this Article including the United States' obligation to "take all feasible measures with the aim of ensuring all appropriate assistance to victims of such offences, including their full social reintegration and their full physical and psychological recovery," 443 and to "ensure that all child victims of the offences described in the present Protocol have access to adequate procedures to seek, without discrimination, compensation for damages from those legally responsible." 444 In light of these obligations under the Optional Protocol, it is clear that victims of child pornography like John Doe IV in Galan need well-trained professional support and advocacy to guide them through today's complex restitution process and to direct them to other resources that can support their restoration such as victims' funds, civil remedies, copyright protections, government benefits, and more. Thus, federal courts routinely should be appointing guardians ad litem or attorneys to support child pornography victims under the law, 445 and sufficient funding should be allocated specifically for that purpose.
VI. RESTORING FOREIGN VICTIMS
One of the most challenging and urgent aspects of victim restoration in the early twentyfirst century is ensuring that foreign victims have meaningful access to the resources they need to support their full restoration. As one of the largest consumers of child pornography and a party to the Optional Protocol, the United States has a duty to ensure that victims from other countries are fully restored, at least from sexual exploitation by offenders who are citizens of or present in the United States (or its territories or aircraft or ships) or when the offenses were committed here. 446 Although the Optional Protocol expressly distinguishes between those offenses that states parties are obligated to establish jurisdiction over, it does not limit the population of victims whose restoration must be supported with equal access to adequate procedures to seek compensation from those legally responsible. 447 Specifically, Article 4 provides that a State Party "shall take such measures as may be necessary to establish its jurisdiction over the offences referred to in Article 3, paragraph 1, when the offences are committed in its territory or on board a ship or aircraft registered in that State." 448 States parties also are required to "take such measures as may be necessary to establish its jurisdiction over the above-mentioned offences when the alleged offender is present in its territory and it does not extradite him or her to another State Party on the ground that the offence has been committed by one of its nationals." 449 In other words, the Optional Protocol mandates that the United States work to establish jurisdiction if either (1) a child pornography offence is 443 Id. at art. 9(3). 444 Id. at art. 9(4). 445 18 U.S.C. § 3509 (2012). 446 As discussed supra Part IV.B, Article 9(4) of the Optional Protocol states, "States Parties shall ensure that all child victims of the offences described in the present Protocol have access to adequate procedures to seek, without discrimination, compensation for damages from those legally responsible." Optional Protocol, supra note 55, at art. 9(4). The language seems to imply that states parties have a duty to provide procedures for all child victims to receive compensation from those legally responsible. Further, Article 4(2) confers jurisdiction on states parties when the perpetrator is a national of the state, the perpetrator has his habitual residence in the territory, or the victim is a national of that state. Id. at art. 4(2). The broad scope of jurisdiction seems to imply that foreign victims are encompassed in "all child victims." 447 Optional Protocol, supra note 55, at art. 9(4). 448 Id. at art. 4(1) (emphasis added). The offenses referred to in Article 3, paragraph 1, expressly include "[p]roducing, distributing, disseminating, importing, exporting, offering, selling or possessing for the above purposes child pornography as defined in Article 2." Id. at art. 3(1)(c). Article 2 defines child pornography as "any representation, by whatever means, of a child engaged in real or simulated explicit sexual activities or any representation of the sexual parts of a child for primarily sexual purposes." Id. at art. 2(c). 449 Id. at art. 4(3). committed in the United States, its territories, or aircraft or ships registered in the United States, or (2) an alleged child pornography offender is simply present in U.S. territories. 450 The only exception is if the alleged offender in the latter circumstance is being extradited for the offense, but only if the country to which the alleged offender is being extradited is also a state party to the Optional Protocol and the extradition is based on the fact that the alleged offender is a national of the receiving state. 451 When one considers the scope of child pornography offenses and offenders subject to the mandatory assertion of jurisdiction by the United States, the country's potential impact on child pornography crimes worldwide is profound.
However, there is more. In addition to the United States' mandatory assertion of jurisdiction over offenses and crimes under the circumstances described above, the Optional Protocol also allows the United States to work to establish jurisdiction over child pornography offenses without regard to where they occurred or where the alleged offender is if (1) the victim is a U.S. national, (2) the alleged offender is a U.S. national, or (3) the alleged offender makes the United States his or her habitual residence. 452 In summary, the United States either must or may try to establish jurisdiction over all alleged child pornography offenses committed: (1) against U.S. nationals (optional); (2) by U.S. nationals (optional); 453 (3) by persons who make the United States their habitual residence (optional); (4) in the United States, its territories, or on board a ship or aircraft registered in the United States (mandatory); or (5) by an alleged offender who is present in the United States or its territories (subject to the extradition exception outlined above) (mandatory). This wide assertion of jurisdiction could be even greater if one were to recognize that child pornography offenses that are committed via ISPs based in the United States bring those offenses within the mandatory jurisdiction provision of Article 4, paragraph 1 of the Optional Protocol. 454 In other words, it is arguable that the U.S. government is obligated to work to assert jurisdiction of a child pornography offense involving a Dutch national viewing the sexual abuse images of a Filipino child via an ISP based in the United States, even if neither the offender nor the victim has ever stepped foot in the United States physically. Such are the jurisdictional challenges of child pornography in the digital age. 455 It becomes even more complex when one tries to define the "presence" of an alleged offender under Article 4, paragraph 3 committing a digital crime over an international network. Are we moving in a direction where a digital presence online will bring an offender or a victim under a country's jurisdiction without direct physical contact within the country's jurisdictional boundaries?
Even before these rapidly emerging questions are definitively answered, it is clear that the Optional Protocol obligates the United States to support the restoration of a significant number of child pornography victims both at home and abroad. At a minimum, it owes support to victims of offenses where the United States has (or should have) asserted jurisdiction. This support is owed to all victims of such offenses regardless of the victim's nationality or residence. In Article 8, it can be argued that the protections to victims are contextually limited to those 450 Id. 451 Id. 452 Id. at art. 4(2). 453 . States Parties to the Optional Protocol should consider amending the treaty to more precisely define where a digital offense of child sexual exploitation is deemed to occur. A limited attempt was made to allow for recognition of overlapping jurisdictional authority in the Optional Protocol. Optional Protocol, supra note 55, at art. 5(4). engaged in the criminal justice process, but Article 9 provides no explicit or implicit limitation on which victims are to be supported in "their full social reintegration and their full physical and psychological recovery." 456 Instead, States Parties are simply obligated to "take all feasible measures with the aim of ensuring all appropriate assistance to victims of such offences" in their full restoration. 457 There is no limitation on victims. Moreover, Article 9, paragraph 4, expressly provides that states parties "must ensure that all child victims of the offences described in the present Protocol have access to adequate procedures to seek, without discrimination, compensation for damages from those legally responsible." 458 In short, it is arguable that the United States, and all other states parties to the Optional Protocol, is legally obligated to ensure that all victims of child pornography, regardless of nationality, residence, or location of offense or offender, are able to pursue compensation for the harms they have suffered.
One may interpret the legal obligations of the United States under the Optional Protocol several ways: (1) supports the restoration of only those victims harmed by those offenses that the United States actually gained jurisdiction over; or (2) expands the population to include those victims of offenses that the United States was mandated to try to assert jurisdiction of; or (3) further widens the population to include victims of those offenses that the United States had discretion to claim jurisdiction of; or (4) defines the population to its widest possible scope and asserts that the United States is obligated to support the restoration of all victims of child pornography around the world. Regardless, no one can dispute that within this population, even in its narrowest scope, is a group of victims who are foreign to the United States. The Optional Protocol is clear that the United States must ensure that they, too, have equal access to adequate procedures to seek compensation from those legally responsible. 459 As outlined above, the United States' current statutory framework is failing domestic victims of child sex abuse and must be redesigned. During the process, it is critical for lawmakers to ensure that foreign victims will also have meaningful access to resources to support their recovery. As challenging and time-and resource-consuming as civil recovery is for domestic victims, it is not difficult to recognize that such lawsuits become virtually impossible for a village child in Guatemala, for example. Restitution is also clearly an empty process for most foreign children. If the Assistant U.S. Attorney working with John Doe IV and his adoptive mother in Galan was unable to prepare a restitution application that meets the standards of Paroline, 460 then how is a rural child from Thailand expected to do so, especially when, as witnessed in most federal child pornography cases in recent years, the court fails to appoint a guardian ad litem?
With neither civil recovery nor restitution providing any meaningful access to adequate procedures to seek compensation for foreign victims, victims' funds become increasingly prominent as a possible solution. Unfortunately, most state-administered victims' funds currently require that the offense was committed in the state or the victim is a resident of the state in order for a claim to be approved. 461 When a perpetrator possesses or distributes foreign child pornography from his U.S. residence, the foreign victim should, at least, be able to recover some compensation from the victims' fund in the state where the perpetrator lives or where the offense was committed. 462 Even when the law allows foreign victims to recover in the United States, many challenges are inherent. Child pornography distribution and possession offenders often live thousands of miles away from the victims and are never prosecuted. If a perpetrator were convicted, the cost to the victim in pursuing recovery in a foreign jurisdiction would be considerable, making recovery both impractical and unlikely. As discussed, 463 victims' funds appear to be vastly underutilized by domestic victims; it is hard to envision foreign victims overcoming the administrative and other challenges that domestic victims have been unable to tackle, starting with the exclusion of certain child pornography offenses from eligibility in many state-administered victims' funds.
A coordinated global response focused on victim restoration may be the answer. Currently, no international body exists that distributes compensation to victims of child pornography. As child pornography continues to become more transnational, countries must consider how victims of one country can recover from perpetrators of another country in a fair and efficient method. There are a variety of models to consider.
States parties to the Optional Protocol could task the U.N. Committee with hearing claims. 464 This could be done as an expansion of the Optional Protocol to the Convention on the Rights of the Child on the Communications Procedure, which already allows for the filing of individual claims, but in a different context. 465 Alternatively, the international community could create a new international court or hearing body (or amend the International Court of Justice's jurisdiction) 466 to hear international child pornography claims from individual claimants. Another model would be an "International Victims Fund" modeled after the International Monetary Fund where countries would contribute to the fund on a pro rata basis according to the share of the child pornography offenses committed in their country or by their residents or nationals. Individual countries could collect their pro rata contributions to an international victims' fund from, for example, offenders' fines, penalties, forfeited bail bonds, and disgorged profits. Victims of child pornography could apply for a distribution from the fund regardless of the child's residence or nationality, the offender's residence or nationality, or the location of the offense.
Of course, the creation of an international victims' fund presents its own set of questions and challenges. For example, should all distributions be equal or should they be adjusted based upon the victims' local economy? A twenty-five thousand dollar distribution to a child in a rural village in India could have a significant transformative impact on a child and her family, and that impact could be positive or negative. Indeed, it could in fact, prevent the victim's rehabilitation and reintegration into her community, which would be contrary to the intent of the Optional Protocol. On the other hand, if distributions are made based on the victims' local economy, would that not create economic classes of victims that perpetuate and institutionalize discriminations that already exist within the global community? Should there be controls in place to ensure that fund distributions are being used for victim restoration or will it be paid to victims and their families without any conditions on how it is used? How can the international community ensure that the funds distributed are used for the benefit of the victim? If trusts are created for victims to ensure that the funds are used for their benefit, who would administer the trusts and oversee their integrity? How could an international fund avoid fostering "jackpot" mentality that might further incentivize the exploitation of vulnerable children? Would an international fund encourage and reward a victim mentality? Are there ways to create a fund that would foster and value victims' resiliency and help them to view themselves as survivors? Is a "survivor mentality" possible in light of the continued victimization that is characteristic of child pornography in the digital age? These are just a few of the questions that should be considered as the United States and other States Parties to the Optional Protocol find ways to fulfill their legal obligations under Article 9 to support the full restoration of victims of child pornography in the digital age.
VII. CONCLUSION
Child pornography is rapidly spreading across the globe because of the rise of the Internet and other technologies. These technologies have compounded the harm caused to victims. No longer can a victim achieve full and lasting recovery after the initial sexual abuse ends. Today's victims now face the possibility that they will be continually revictimized around the world as child pornography perpetrators view and distribute the sex abuse images of the original crimes. Victim restoration is as important as ever, but has become far more complex in an age of digitalization and increased globalization.
Although the United States provided leadership in creating a legal framework domestically and internationally to help combat child pornography and provide restoration to victims, the current framework is failing victims on a near-universal basis by not ensuring the recovery of victims. As all nine Justices of the U.S. Supreme Court made clear in Paroline, child pornography victims are entitled to restitution to support their restoration. 467 The challenge is determining how, when, and in what amount. None of the current legal resources-the mandatory restitution statute, civil remedies, crime victim funds, or government benefits-provides child pornography victims with reliable access to resources that effectively support their full recovery and reintegration. It is time for the United States to adopt and implement effective legislation that supports the recovery of both domestic and foreign victims of child pornography and to ensure that they have meaningful access to the support and resources they need to fully recover from their abuse and exploitation.
